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Abstract 

The expansion of digital payments has increased the speed, accessibility, and convenience of financial 

services while creating new opportunities for transaction fraud, account takeover, identity misuse, 

automated attacks, and coordinated criminal activity. Conventional rule-based controls remain useful for 

enforcing known risk conditions but may perform poorly when fraudulent behavior changes or appears 

through complex relationships among transaction amount, device history, location, merchant 

characteristics, payment velocity, and customer behavior. This study develops an artificial intelligence–

enabled fraud-detection framework combining supervised classification, behavioral profiling, anomaly 

indicators, class-imbalance management, cost-sensitive threshold selection, and human investigation.  

A controlled simulation represents 250,000 digital transactions with a prespecified fraud 

prevalence of 0.8%. Four classification configurations—logistic regression, random forest, gradient 

boosting, and an artificial neural network—are evaluated through precision, recall, F1 score, area under 

the receiver operating characteristic curve, false-positive rate, and expected investigation cost. The 

illustrative results indicate that gradient boosting provides the strongest balanced performance, achieving 

87% precision, 86% recall, an F1 score of 86.5%, and an area under the curve of 0.98.  

The neural network achieves the highest recall but produces more false alerts. These outcomes 

demonstrate why overall accuracy is unsuitable as the principal measure for highly imbalanced fraud 

data. The study concludes that AI can strengthen fraud detection when probabilistic predictions are 

combined with calibrated thresholds, continuous drift monitoring, explainable alerts, secure data 

governance, and accountable human review. Since the numerical results arise from a controlled 

simulation scenario, they must not be interpreted as verified performance from an operational financial 

institution. 

 

Keywords: artificial intelligence; fraud detection; digital financial systems; machine learning; transaction 

monitoring; anomaly detection; financial cybersecurity; algorithmic accountability. 

 

1. Introduction 

Digital financial systems support card payments, mobile banking, electronic transfers, digital wallets, 

online lending, real-time payment networks, and other technology-mediated services. These systems 

allow customers and organizations to complete transactions rapidly across geographic and institutional 

boundaries. Their scale and interconnectedness also expand the opportunities available to fraudsters, 
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who may use stolen credentials, synthetic identities, account takeover, social engineering, automated 

bots, merchant collusion, or coordinated transaction networks. 

Traditional fraud controls commonly rely on predetermined rules. A transaction may be flagged 

when its amount exceeds a fixed threshold, when it originates from an unexpected location, or when 

several payments occur within a short interval. Such rules are transparent and operationally valuable, but 

they are often static. Criminal behavior can be adjusted to remain below known thresholds, while 

legitimate transactions may trigger alerts because they differ from a customer’s routine activity. 

Excessive false alerts increase investigation costs, delay legitimate payments, and reduce customer 

confidence. 

Artificial intelligence can strengthen transaction monitoring by learning patterns from historical 

behavior and estimating the probability that a new transaction is fraudulent. Machine-learning models 

can combine transaction amount, time, merchant category, payment channel, device identity, location, 

transaction velocity, authentication outcome, and account history. Nonlinear models can recognize 

interactions that may be difficult to represent through manually constructed rules. An otherwise ordinary 

payment, for example, may become suspicious when it involves a new device, an unfamiliar location, 

unusual timing, and several recent authorization attempts. 

The detection problem remains difficult because fraudulent transactions generally represent a 

very small proportion of total activity. A model can classify nearly every transaction as legitimate and 

still report high overall accuracy. Fraud strategies also change over time, producing concept drift and 

weakening models trained on older data. Financial institutions must therefore evaluate recall, precision, 

false-positive burden, expected loss, processing latency, and operational investigation capacity rather 

than relying on accuracy alone. 

This study develops a simulation-based AI fraud-detection framework for digital financial 

systems. It compares four classification approaches and examines the relationship between precision and 

recall under class imbalance. The numerical results are explicitly illustrative. The paper does not claim 

that the models were deployed in an actual bank, payment processor, or digital-finance platform. 

 

2. Review of Literature 

2.1 Evolution of Automated Financial Fraud Detection 

Early automated fraud-detection systems depended heavily on expert rules, blacklists, velocity 

restrictions, and manually specified thresholds. These controls remain important because they allow 

financial institutions to respond quickly to confirmed fraud indicators. Their limitations become visible 

when fraud patterns change or when suspicious behavior emerges through several individually weak 

signals. 

Bolton and Hand described fraud detection as an adaptive analytical problem in which unusual 

behavior must be distinguished from legitimate variation. Their work emphasized that fraud is dynamic 

and that detection systems must respond to adversarial changes. Ngai and colleagues later reviewed 

data-mining methods for financial fraud and identified classification, clustering, regression, 

visualization, and outlier detection as major analytical categories. 

Whitrow and colleagues showed that aggregated transaction behavior can improve fraud 

detection by representing recent customer activity rather than evaluating every payment in isolation. 
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Transaction velocity, cumulative spending, frequency, and deviations from normal behavior provide 

contextual information that is often more informative than individual transaction attributes. 

 

2.2 Machine Learning and Imbalanced Transactions 

Machine-learning approaches used in financial fraud detection include logistic regression, decision trees, 

support vector machines, random forests, gradient-boosting models, neural networks, clustering, 

autoencoders, and hybrid ensembles. Logistic regression provides interpretable probability estimates but 

may not capture complex nonlinear interactions. Tree ensembles can identify variable interactions and 

are generally robust across diverse feature types. 

Random forests reduce dependence on one decision tree by aggregating predictions from 

multiple trees. Gradient-boosting methods sequentially correct previous classification errors, allowing 

them to model complex risk relationships. Neural networks may identify subtle nonlinear patterns but 

can be harder to explain and may require greater computational resources and stronger model-

governance controls. 

Class imbalance is a central methodological difficulty. Chawla and colleagues proposed the 

Synthetic Minority Over-sampling Technique to increase the representation of minority observations. 

Resampling can improve sensitivity, but synthetic examples must be generated only within the training 

data. Applying resampling before train–test separation can leak information and overstate model 

performance. 

 

2.3 Explainability and Human Investigation 

Fraud-detection decisions may affect payment authorization, account access, customer investigation, and 

regulatory reporting. A risk score should therefore be accompanied by understandable reasons, 

particularly when it produces an adverse customer outcome. Possible explanations include unusual 

transaction velocity, a new device, geographic inconsistency, repeated failed authentication, or deviation 

from established account behavior. 

The European Commission’s trustworthy-AI guidance emphasizes lawful, ethical, and 

technically robust systems. For fraud detection, these principles imply accurate data, secure processing, 

traceable decisions, human oversight, nondiscrimination, and mechanisms for correcting errors. 

Explainability should be designed for different audiences: investigators require detailed risk factors, 

compliance officers require audit trails, and customers require clear and proportionate communication. 

 

3. Objectives of the Study 

3.1 Predictive Evaluation Objective 

The first objective is to compare selected machine-learning configurations for detecting fraudulent 

transactions within a controlled and highly imbalanced simulation. The comparison emphasizes 

precision, recall, F1 score, and false-positive burden rather than overall accuracy. 

This objective reflects the operational reality that missed fraud and false alerts have different 

consequences. The preferable model is not necessarily the one with the highest recall or precision 

independently, but the one that produces an acceptable balance under the institution’s risk tolerance and 

investigation capacity. 
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3.2 Decision-Threshold Objective 

The second objective is to examine the role of probability thresholds in translating model predictions 

into operational decisions. A low threshold may identify more fraud but create a large alert queue, 

whereas a high threshold may reduce customer disruption while allowing more fraudulent transactions to 

pass. 

The framework therefore distinguishes model discrimination from operational classification. 

Area-under-the-curve measures evaluate how well a model ranks risk, while threshold-specific measures 

determine what happens when the model is used to block, review, or approve transactions. 

 

3.3 Governance Objective 

The third objective is to identify the governance requirements necessary for accountable AI-enabled 

fraud detection. These requirements include secure data processing, explainable alerts, drift monitoring, 

human investigation, access controls, bias assessment, and documented model changes. 

The research addresses the following questions: 

1. Which simulated model configuration provides the strongest balance between fraud recall and alert 

precision?  

2. How does class imbalance affect the interpretation of fraud-detection performance?  

3. Which governance controls are necessary for reliable and accountable operational deployment?  

 

4. Research Methodology 

4.1 Simulation Design and Transaction Profile 

A controlled scenario containing 250,000 hypothetical digital transactions was specified. The fraud 

prevalence was fixed at 0.8%, producing 2,000 fraudulent and 248,000 legitimate transactions. The 

dataset was divided chronologically into 60% training, 20% validation, and 20% testing partitions. The 

final test scenario therefore contained 50,000 transactions, including 400 fraudulent cases. 

The simulation does not reproduce any identified financial institution or customer population. It 

provides a consistent benchmark through which model behavior can be demonstrated. A fixed scenario 

definition was used to avoid representing the outputs as field observations. 

 

Table 1: Simulated Transaction Variables and Their Analytical Roles 

Variable 

group 
Illustrative variables Fraud-detection purpose 

Transaction 

profile 

Amount, time, channel, merchant category, 

payment type 

Describes the immediate 

payment 

Behavioral 

history 

Spending deviation, transaction velocity, 

previous decline rate 

Measures departure from 

normal activity 

Device and 

identity 

New-device indicator, authentication result, 

account age 

Represents identity and access 

risk 

Geographic Location mismatch, travel velocity, cross-border Identifies spatial 
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Variable 

group 
Illustrative variables Fraud-detection purpose 

context status inconsistency 

Network 

indicators 

Shared device, linked accounts, repeated 

beneficiary 

Represents coordinated or 

relational risk 

 

A latent fraud-risk structure was specified as: 

P(Fraud)=σ(β0+β1A+β2V+β3D+β4G+β5C+β6H+β7N+β8D ⁣× ⁣G)P(Fraud)=\sigma(\beta_0+\beta_1

A+\beta_2V+\beta_3D+\beta_4G+\beta_5C+\beta_6H+\beta_7N+\beta_8D\!\times\!G)  

where σ\sigma is the logistic function, AA represents normalized transaction amount, VV 

represents velocity, DD indicates a new device, GG indicates geographic mismatch, CC represents 

cross-border status, HH represents unusual transaction timing, and NN represents network risk. The 

interaction term D×GD\times G introduces nonlinear risk when a new device and geographic mismatch 

occur together. 

 

4.2 Model Configurations and Class-Imbalance Control 

Four configurations were compared: logistic regression, random forest, gradient boosting, and a feed-

forward artificial neural network. Logistic regression served as the interpretable baseline. Random forest 

and gradient boosting represented ensemble learning, while the neural network represented flexible 

nonlinear classification. 

Class weighting was applied during model development to increase the penalty associated with 

missing fraudulent transactions. Synthetic oversampling was restricted to the training partition. 

Validation and testing preserved the original 0.8% fraud rate so that reported precision and false-positive 

burden reflected the intended operational scenario. 

 

4.3 Threshold and Evaluation Procedure 

Decision thresholds were selected on the validation partition by minimizing a cost function: 

C(t)=CFNFN(t)+CFPFP(t)+CRR(t)C(t)=C_{FN}FN(t)+C_{FP}FP(t)+C_{R}R(t)  

where CFNC_{FN} represents the cost of a missed fraudulent transaction, CFPC_{FP} 

represents the cost of incorrectly challenging a legitimate payment, and CRC_R represents the cost of 

manual review. For the illustrative scenario, a false negative was assigned ten times the cost of a false 

positive. These relative costs are assumptions and must be replaced with verified institutional estimates 

in real deployment. 

Precision, recall, F1 score, area under the receiver operating characteristic curve, and false-

positive rate were used for model evaluation: 

Precision=TPTP+FPPrecision=\frac{TP}{TP+FP} Recall=TPTP+FNRecall=\frac{TP}{TP+FN} 

F1=2(Precision×RecallPrecision+Recall)F1=2\left(\frac{Precision\times 

Recall}{Precision+Recall}\right)  
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The test outcomes were specified through internally consistent confusion-matrix counts. This design 

makes the source of each reported percentage transparent but does not convert the scenario into 

empirical evidence. 

 

5. Analysis 

5.1 Comparative Model Performance 

The simulated test scenario shows that logistic regression produces the weakest minority-class 

performance. Its simpler decision structure provides transparency but does not capture the full set of 

nonlinear fraud interactions. Random forest improves both precision and recall, demonstrating the value 

of ensemble learning. 

Gradient boosting produces the strongest balanced performance, with precision of 87%, recall of 

86%, and an F1 score of 86.5%. The neural network achieves the highest recall at 89%, but its precision 

declines to 82% because it generates more false alerts. 

 

Table 2: Simulated Fraud-Detection Performance 

Model Precision Recall F1 score ROC-AUC False positives 

Logistic regression 68% 72% 70.0% 0.91 135 

Random forest 84% 81% 82.5% 0.96 62 

Gradient boosting 87% 86% 86.5% 0.98 51 

Artificial neural 

network 
82% 89% 85.4% 0.97 78 

 

5.2 Precision–Recall Relationship 
 

Graph 1: Precision–Recall Performance of AI Fraud-Detection Models 
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Interpretation: The gradient-boosting model occupies the strongest balanced position, combining high 

precision with high recall. The neural network appears higher on the recall axis but further left on the 

precision axis, showing that it detects more fraudulent transactions at the cost of additional false alerts. 

Key Finding: A model should not be selected from recall alone. Gradient boosting produces a slightly 

lower recall than the neural network but a higher F1 score and fewer false positives, making it more 

suitable for the assumed investigation capacity. 

 

5.3 Operational Interpretation 

Within the test scenario of 400 fraudulent transactions, gradient boosting correctly identifies 344 

fraudulent cases and misses 56. Its 51 false-positive alerts produce a total investigation queue of 395 

transactions. The neural network identifies 356 fraudulent cases but adds 78 false-positive alerts, 

producing a larger queue of 434 transactions. 

Whether the additional 12 detected fraud cases justify 27 additional false alerts depends on 

transaction value, customer impact, investigation cost, and institutional risk tolerance. This comparison 

illustrates why model deployment requires an explicit cost policy rather than a purely technical ranking. 

 

6. Challenges 

6.1 Changing Fraud Patterns 

Fraud is adaptive. Once controls become predictable, attackers may alter transaction amounts, devices, 

locations, account relationships, and timing. A model that performs strongly on historical observations 

may deteriorate when fraud strategies change. 

Institutions should monitor changes in feature distributions, alert rates, confirmation rates, false 

positives, and financial losses. Performance deterioration should trigger investigation and controlled 

retraining rather than automatic model replacement. 

 

6.2 False Alerts and Customer Harm 

False positives may delay legitimate payments, restrict account access, interrupt travel, or create 

repeated authentication demands. These effects can damage customer confidence and may affect some 

customer groups more frequently because of travel patterns, location data, device access, or purchasing 

behavior. 

Thresholds should therefore be proportionate to the risk of the transaction. Low-risk alerts may 

receive additional authentication, while high-risk cases may require temporary holds and specialist 

investigation. Permanent adverse action should not depend exclusively on an unexplained model score. 

 

6.3 Data Protection and Explainability 

Fraud detection may involve sensitive financial, behavioral, device, identity, and location information. 

Data collection should be limited to variables that have a defensible security purpose. Access controls, 

encryption, retention schedules, audit logging, and vendor governance are essential. 

Explainability must reveal the factors that materially influenced an alert without disclosing 

enough operational detail to help attackers evade detection. This requires a balance between 

accountability and security. 
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7. Discussion 

7.1 Meaning of the Comparative Results 

The results illustrate the advantage of nonlinear ensemble models when fraud emerges from interactions 

among several risk indicators. Logistic regression remains useful as a transparent benchmark, but its 

weaker F1 score suggests that a linear decision boundary may be insufficient for complex transaction 

behavior. 

Gradient boosting provides the strongest overall balance under the assumed cost structure. The 

neural network prioritizes fraud capture but imposes a greater investigation burden. Neither result 

establishes universal superiority because model performance depends on dataset composition, feature 

quality, fraud prevalence, threshold policy, and temporal drift. 

 

7.2 Why Accuracy Is Inadequate 

In the simulated dataset, 99.2% of transactions are legitimate. A model that labels every transaction as 

legitimate would report 99.2% accuracy while detecting no fraud. Accuracy would therefore create a 

misleading impression of excellent performance. 

Precision indicates how many alerts are genuinely fraudulent, while recall indicates how much 

fraud the model captures. The F1 score summarizes their balance. Financial institutions should 

supplement these metrics with expected loss, alert-processing time, customer friction, latency, and 

subgroup analysis. 

 

7.3 Governance and Institutional Contribution 

The study contributes an integrated framework linking classification performance, cost-sensitive 

thresholds, human investigation, and responsible AI governance. Fraud detection is treated as a 

sociotechnical system rather than a standalone algorithm. 

A production system should use layered controls. Deterministic rules can block known threats, 

machine-learning models can rank complex risks, anomaly detection can identify emerging patterns, and 

human investigators can examine ambiguous or consequential cases. Such layered design improves 

resilience while preserving accountable decision-making. 

 

8. Conclusion 

Artificial intelligence can strengthen fraud detection in digital financial systems by analyzing 

interactions among transaction behavior, device history, authentication, geographic context, account 

activity, and relational indicators. Its principal advantage lies in the ability to detect complex patterns 

that may not be visible through static rules. 

The controlled simulation indicates that gradient boosting provides the strongest balanced 

performance, achieving 87% precision, 86% recall, and an F1 score of 86.5%. The neural network 

produces higher recall but also creates more false alerts. These differences demonstrate that operational 

suitability depends on the institution’s loss assumptions and investigation capacity. 

The numerical results are illustrative and must not be interpreted as verified banking 

performance. They arise from a transparent scenario containing a prespecified fraud prevalence and 

internally consistent confusion-matrix outcomes. Empirical validation would require chronological 
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transaction data, verified fraud labels, model-training records, threshold documentation, and independent 

out-of-time testing. 

Effective deployment requires more than predictive accuracy. Financial institutions must 

implement secure data governance, drift monitoring, explainable alerts, bias testing, incident response, 

proportional customer interventions, and human review. AI should support accountable fraud 

investigation rather than function as an unchallengeable decision authority. 
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